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Department of Health and Human Services File Transfer
Protocol (FTP) for Nebraska Medicaid

Two trading partner File Transfer Protocol (FTP) servers exist — one for test and one for
production. The test number is (888) 302-9746, and all files sent to this FTP server
will be considered test files. The production number is (888) 648-4840, and all files
sent to this FTP server will be considered production files.

The FTP servers are not available to the Internet. Due to the HIPAA privacy rule, all
Protected Health Information (PHI) sent over the Internet needs to be encrypted.
Since there are varying standards of encryption and encryption software, Nebraska
Medicaid will only be offering Dial-Up FTP servers.

The FTP servers will be running 24 hours a day, 7 days a week. The FTP servers will
be supported by the Department of Health and Human Services staff between the
hours of 8:00 A.M. and 5:00 P.M. Monday through Friday, except State and Federal
holidays. Visit the following State of Nebraska Web site to view a listing of all
Nebraska state holidays: http://www.hhs.state.ne.us/hur/holidays.htm. Please note
that the response time may be longer on Sundays due to system maintenance.

The contact for setting up a Trading Partner ID for electronic transactions is the EDI
Help Desk at (866) 498-4357. All trading partners will start with HIPAA\EDI and end
with a unique number for each entity. For example: HIPAA\EDI123456789T for test
and HIPAA\EDI123456789P for production. These IDs are used to log on to the FTP
servers. Specific file naming standards are located on pages 4 and 5.

All trading partners must successfully send a file on the test FTP server, and have the
file pass a test of our processing system before being granted access to send on the
production FTP server.

Minimum System Reguirements

- Windows 2000 or higher
- 56K Modem that supports PPP connections.
- Compression Software (Nebraska Medicaid will use WinZip).
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Connection Settings

To connect to Nebraska Medicaid FTP, you will need to establish Dial-Up Networking.
There are examples on how this can be accomplished in this document. Nebraska
Medicaid offers these examples as is, and they may or may not be complete
documents depending on your Operating System.

Configuring Windows XP to Dial into Nebraska Medicaid FTP Page 14
Configuring Windows 2000 to Dial into Nebraska Medicaid FTP Page 23
Nebraska Medicaid Dial-Up Connection Troubleshooting Page 30
Appendix A: File Transfer Protocol using MS-DOS Page 31
Appendix B: File Transfer Protocol using Internet Explorer Page 45

If your operating system is not listed above, you will need to consult your
documentation that you have for your Operating System.

Once you have completed setting up a Dial-Up Network connection, there are some
advanced settings that need to be considered.

Advanced Connections Settings

If you are using Windows 2000, make sure that "Use default gateway on remote
network" is not selected in the properties of your Dial-Up Connection.

Nebraska Medicaid is operating on a ten-dot network. The network is a class "C"
network. For most trading partners this should not matter. However, if you have a
network in your office that is a class "A" or class "B", you may experience connectivity
issues. Also, if you are operating on a ten-dot network this may also result in
connectivity issues.

If connectivity issues do occur, verify your route table. If the Metric count on your
network is the same Metric count as the static route added when connecting to the FTP
server, this could be the cause of the connectivity issue. To correct this issue, you will
need to access the properties of the Dial-Up connection and change the Metric count to
a number that is greater than the Metric count that is on your network.
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Inbound Naming Standards (Files Sent to Nebraska
Medicaid)

Use the following criteria to name the file being dropped off:
EDI(Trading Partner ID).(Transaction).(Sequence Number).DAT

All files will need to begin with "EDI".

Trading Partner ID
Nine-digit number assigned by EDI Help Desk.

Transaction
HIPAA X12 transaction identifier.
Values are: 270/ 276 /278 / 8371 / 837P / 837D / Multi

Sequence Number
Per Day Sequence Number allows for multiple files to be sent in a single day. This
number is four digits.

DAT
All files will need to end with ".DAT".

The following are some examples:

EDI123456789.270.0001.DAT
EDI1123456789.276.0001.DAT
EDI1123456789.278.0001.DAT
EDI1123456789.8371.0001.DAT
EDI1123456789.837P.0001.DAT
EDI1123456789.837D.0001.DAT
ED1123456789.MULTI.0001.DAT

Nebraska Medicaid recommends that all files sent to the FTP server (TEST and
PRODUCTION) are compressed (zipped). Using the above examples, these files
should be created as follows after they have been compressed.

EDI1123456789.270.0001.ZIP
EDI1123456789.276.0001.Z1P
EDI1123456789.278.0001.ZIP
EDI123456789.8371.0001.ZIP
EDI1123456789.837P.0001.ZIP
EDI1123456789.837D.0001.ZIP
EDI123456789.MULTI.0001.ZIP
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Outbound Naming Standards (Files Sent from Nebraska
Medicaid)

EDI(Trading Partner ID).(Transaction).D(Date).T(Time).ZIP

All outbound files begin with "EDI".

Trading Partner 1D
Nine-digit number assigned by the EDI Help Desk.

Transaction
HIPAA X12 transaction identifier.
Values are: 271 /277 / 278 / 835/ 834 / 820 / 997

Date
Creation Date.

Time
Creation Time.

Z1P
The ".zip" file extension indicates that the file is compressed. Nebraska Medicaid
will be using compression on all outbound transactions.

The following are some examples:

EDI123456789.271.D050103.7141002.ZIP
EDI123456789.277.D050103.7T141002.Z1P
EDI123456789.278P.D050103.7141002.Z1P
EDI123456789.835.D050103.7141002.ZIP
EDI1123456789.820.D050103.7141002.ZIP
EDI123456789.834.D050103.7141002.Z1P
EDI123456789.997.D050103.7T141002.ZIP
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Outbound Transactions and Reports

997 Transaction

Nebraska Medicaid will generate a 997 for every inbound HIPAA X12 transaction but
will not accept inbound 997’s.

EDI(Trading Partner 1D).997.D(Date).T(Time).ZIP
All outbound files will begin with "EDI".

Trading Partner ID
Nine-digit number assigned by EDI Help Desk.

Date
Creation Date.

Time
Creation Time.

The following is an example:
EDI1123456789.997.D050103.7T141002.ZIP

Trading Partners will receive a 997 Functional Acknowledgement report with
every file submitted to Nebraska Medicaid. It is the responsibility of the Trading
Partners to verify a 997 Functional Acknowledgement is received per file and
reviewed to determine if the file processed without errors. If a 997 is not
generated, then the file was not able to process or was not received by
Nebraska Medicaid. If the inbound file is no longer in the Trading Partners IN
folder, and there has been no correspondence about the file from Nebraska
Medicaid EDI Help Desk, contact the Nebraska Medicaid EDI Help Desk.

For Trading Partner’s that submit multiple files in a day, you may determine which
997 report is associated with each transaction by always submitting a unique value
in the GS06 segment of each transaction. Nebraska Medicaid will report your
GSO06 value back in the associated 997 functional acknowledgment in the AK102
segment.
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ECA Report

The State of Nebraska will not be implementing the X12 transaction 277U (Unsolicited
277). The State of Nebraska has created an "Electronic Claim Activity" report to
communicate the claims that get rejected or deleted and denied adjustment requests.
Rejected claims will be reported the day following claim submission. Deleted claims
and/or denied adjustment requests will be reported following our weekly cycle.

EDI(Trading Partner I1D).ECARPT.D(Date).T(Time).ZIP
All outbound files will begin with "EDI".

Trading Partner ID
Nine-digit number assigned by EDI Help Desk.

ECARPT
Electronic Claim Activity Report.

Date
Creation Date.

Time
Creation Time.

Z1P
The ".zip" indicates that the file is compressed. Nebraska Medicaid will be using
compression on all outbound transactions.

The following is an example:
EDI1123456789.ECARPT.D050103.7T141002.ZIP

The above ".zip" file will contain one to many reports depending on the number of
providers. The naming convention is as follows:

EDI(Trading Partner ID).(Provider Number).D(date).T(Time).RPT
ECA reports can be generated daily or weekly. The ECA Reject report will have

a provider number of zeros. The ECA Delete report will display the 11 digit provider
number.
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Refund Request

The 835 Transaction does not accommodate Refund Requests. Refund Requests are
being reported on an electronic Print Image or a proprietary flat file format.

Refund Request Report:

EDI(Trading Partner ID).RFNDRPT.D(Date).T(Time).ZIP
_Or_
Refund Request Data File:

EDI(Trading Partner ID).RFNDDATA.D(Date).T(Time).ZIP

All outbound files will begin with "EDI".

Trading Partner 1D
Nine-digit number assigned by EDI Help Desk.

RENDRPT or_ RENDDATA
Refund Request Print Image or Data File.

Date
Creation Date.

Time
Creation Time.

ZlP
The ".zip" indicates that the file is compressed. Nebraska Medicaid will be using
compression on all outbound transactions.

The following is an example:

Refund Request Report:
EDI1123456789.RFNDRPT.D050103.7T141002.ZIP
_Or_

Refund Request Data File:
EDI1123456789.RFNDDATA.D050103.7T141002.ZIP

The above ".zip" file (report or data file) will contain one to many reports
depending on the number of providers. The naming convention is as follows:

Refund Request Report:

EDI(Trading Partner ID).(Provider Number).D(Date).T(Time).RPT
_Or_

Refund Request Data File:

EDI(Trading Partner ID).(Provider Number).D(Date).T(Time).DAT
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Error Reporting

EDI(Trading Partner ID) D(Date).T(Time) .ERROR..ZIP

The error report file is a generic file that is used to report errors that occurred during
the processing of the transaction. These are errors that are different from what is
reported on the 997 and ECA Report. Listed below are errors that could be reported
within this generic error report:

Duplicate File Report:

Files received must have at least one of the following elements different
from previous files or the file will be rejected as a duplicate:

ISAO6, ISA09, ISA10, ISA13, GS06, GS08

These files will first generate a 997 indicating the file was accepted for
processing, then an error file specifying the duplicate envelope information.
These files will not be processed a second time.

Trace Report:

The Trace Report is a Sybase Translator proprietary report. It is automatically placed in
the Trading Partner's Outbox when it is generated. There are two situations that
generate a Trace Report:

1. Unable to Process File. If a file is received with invalid envelope information, the file

will not process at all and a Trace Report will be generated. Because these files are
unable to process, a 997 will not generate. Examples of invalid envelope information
include:

e |SA06 and GS02 identifiers do not match our system. Error Message Ex:

1. Err Lev: 10 Trans: 000 Seg: GS EDI Line: 2
(5006) ERROR: tradepartner ID- EDIHELPCCCC  match not found

The trading partner has not been set up for the transaction submitted
The ISA15 is incorrect
Test/Production indicator is invalid. Error Message EX.:

1.ErrLev: 10Trans 837 Seg: ST EDI Line: 3
(1228) ERROR: No Tradstat for Tptnr 000000021000 Trans837 Vers004010X098A1
Tstind P Skipping Forward

Compliance Failure: If a file has valid envelope information but fails compliance, a
trace report will be generated. This Trace Report itemizes errors that occurred,
identifying the line that had the error. This is normally accurately stated, but
occasionally, an error is reported on a line that is not where the error occurred. As
an example, the trace report may report an error that the claim amount did not
balance to the line amounts, which is true, but it was true of the claim ABOVE it, and
not the claim that was reported to be wrong on the trace report. This occurs because
the sum is not finalized until it gets to the next claim. (The report lists the error where
it ended the tally). Because these files do process through compliance, a 997 will
also be created.
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File Naming Convention:

This error will occur when a trading partner sends a file that does not meet
the naming standards outlined in the manual. The file name of the file that
is in error will be included in the report.

Files Dropped in the Root Folder:

This error will occur when a trading partner drops a file in the root verses
their “IN” folder. The file name of the file that is in error will be included in
the report.

Testing Results

EDI(Trading Partner ID).Test.Results.Date.zip

When a testing Trading Partner submits an 837 test transaction, a Test results file is
automatically placed in the Trading Partner's Outbox after a file review has been completed.
The test file includes a Test Results Spreadsheet, Error Code Description, and Summary
Feedback Statement in a single file. The Test Results Spreadsheet and the Error Code
Description are Excel Documents, and the Summary Feedback Statement is a Word document.

-10 -
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Transaction Flows - 27X

The following diagram depicts the data flow of the 270/271, 276/277 and the 278
Request and Response transactions:

Trading Partner

A
\EDI123456789\IN\ \EDI123456789\0UT\

27x Compliance Map » 997 Build /

" Acknowledgment

27x Inbound Map Text Error
Processing Message
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A
27x Outbound File

A
27x Outbound Map
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A
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Compliance Map
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276/277 - X12 Process
278 - X12 Process
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Transaction Flows — 837/835

The following diagram depicts the data flow of the 837 inbound transactions and the 835
outbound transaction and other reports that may be generated from the 837.
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<
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Refund Request
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Testing Requirements

Required Forms for Direct Testing/Production Submission:

Nebraska Medicaid Trading Partner Agreement
Nebraska Medicaid Trading Partner Profile
Nebraska Medicaid Trading Partner Authorization

Nebraska Medicaid's testing region will mirror the production region. Trading Partners
must submit a minimum of two test files of 20 - 25 claims each where the majority of
claims process correctly. Each file should contain different claims than in previous files.
It is recommended that EPSDT claims be tested if available. Vision claims should also
be tested if you plan to submit them in production. In addition, if you intend to submit
COB in production, you need to submit COB in test.

Files received before 2:30 p.m. will be processed on the day they are received. If they
are received after 2:30 p.m. they will be processed with the next days test files.

The production cutoff time for processing is 5:30 p.m.

National Provider ldentification (NP1) Testing Reguirements

Required Forms for Direct Testing\Production Submission:

Nebraska Medicaid Trading Partner Agreement
Nebraska Medicaid Trading Partner Profile
Nebraska Medicaid Trading Partner Authorization

Test files must have 20 to 25 claims per test file.

Must submit at least 2 successful test files.

If you submit claims for more than one provider, the file must contain claims for

more than one provider but it does not need to contain a claim for every provider.

4, Trading Partners currently in production, or currently testing, will not need to
reenroll or sign a new TP agreement. New Trading Partners that have never
enrolled will need to contact the EDI Helpdesk to complete the enrollment
process and complete the TP agreement.

5. All Trading Partners must contact the EDI Helpdesk before submitting a test file

so that they can be set up for NPI testing.

whN e

- 13 -
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Configuring Windows XP to Dial into Nebraska
Medicaid FTP

This guide will walk you through setting up Windows XP to work with your
Nebraska Medicaid FTP dial-up account. Please allow at least one hour for the
setup and contact the Medicaid EDI Help Desk if you encounter any problems
with the process.

Customer Support contact information
Medicaid EDI Help Desk 866-498-4357(Help)
E-mail medicaid.edi@hhss.ne.gov

Use the following instructions to configure your workstation for dial-up
network connection to Nebraska Medicaid FTP:

1. Click the START button.
Select Control Panel.

B Control Panel

Ele Edt Wew Fgvoeites Tools  Help

ﬁ';' Control Panel = Pick a categﬂw

B- Siitch bo Classic Yaew

See Also

@ Windows Lipdate B etwork and 2
&) Help and Suppart W Intemet yre User Accounts

Connecking
i3 Cther Conbrol Panel
Oipkions

.r'@‘ Appearance and Printers and Ot her

Themes " Hardware

Add or Remove E..'*‘:' l.__nrmr
Programs PRSI B
Regional Opiions

I'_ ¢ o iy Sounds, Speech, Accessibility
® | 24 and Audio Devices | Options

Perfformance and
Maintenance

If you see the above layout, click Network and Internet Connections.

If you do not see this layout, then skip to the "Classic" Control Panel Instructions.

- 14 -

07/10/06



B Metwork and Internet Connections
Edt !d Favorites  Jook  pelp

Sme Also :1 Metwork and Internet Connections

ﬂ Wy Mebsark Flaces

Iy Prinkers-and Cthes i

5 frieme Pick a task...

S Remate Deskicp i o : . .

L Phone and Modest Ortions |§| Set up or change your Inbermet connection

|§] Create a connection to the netveork at your workplace

Troubleshooters

%NMWW or pick a Control Panel
Inbarmat Explorar

|F] hetwark Diagrastics ican

L]
Intermet DpEions 5 Network Conneckions

On the Network and Internet Connections menu, click Set up or change your
Internet connection...

"Classic' Control Panel Instructions

Edt  Wew Faveites Took  Help I3

-~
: = =
E" C ol Paned i & ﬁ :E % I_.J-’a g\

b - Becescbity  Add Hardwzre  Addar Adininistrative  Drabe ared Tine Ligplay

mthns REMEYs 'u,:g

e g . i
See Also : L_."'.‘.FJJI ‘ﬁ 5@ ? '@3‘ L)
Folder Optons  Fonits Game Internet d ®
& Windows Update ! Kayboar i)
Cantralers Opticns
@) Heip and Suppart P

@ L 4 X e 3

Netwiork Fhone and  Power Cpliore  Printers and\ Regond and  Scanners and
CormecHons  Bodem ., Faxes Language ... Cameras

J@W@Eﬁ

Schaduled  Sounds znd Sps Sstan rand User hooourks
Tasks fudo Devicas Menu o

If you did not see the category view, then you should b&seeing the "classic" view
of the Control Panel. Double-click on Internet Options.

- 15 -
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2. Regardless of whether you used the XP layout or the "classic" layout, the following
Internet Properties view is displayed.

Select the Connections tab, and click Setup.

Imernet Properties

| Gerzial || Secuity | Piivacy | Conlent Cil1r-¢5'im3IP|ng|am¢ Advenced

‘/
a__ Tos=t up an Inkermet cannection, dick x
) .

Diiad-up ared “ihual Private Network sefling:
A, |

Choose Setongs F younesd toconfigure a proxy Satlire
server For a connection,

Loca Ares Mebwaik [LGN] s=lhings

LA Sattings do nat apply bo diakup connections,
Jhoose Setbngs above for dialup sattings. -

3. After you have clicked Setup, the New Connection Wizard will be displayed.

Hew Connection Wizard

Welcome to the Mew Connection
Wizard

Thiz wizard hefps pou
* Connect ko the Inkamet.

* Connect bo o prvabe nebwok., sach az youn woankplace
reslvik,

Te conlirue, chek Blexl,

Click Next.

-16 -
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4. Select Connect to the Internet, and click Next.

Hew Connection Wizard

Network Connection Type
Wihat do you want o do?

Connect to the Inbenel 50 pou can browse the 'Web and read emal,

) Connect to the network at my woskplace

Connect o a business nebwork [usng diakup or YFH] 20 you can woek friom home,
& held clface, or 2nather lacalion

) Sgt up an advanced connection

Cennect diteclly fo enolher compules using voun zesial, paidlsl, o mlraied perd. ai
£l up this computer o thal alhal compubeis can carnect toiL

e —
¢ Back (]l el » Dl Caneel I
e

5. Select Set up my connection manually, and click Next.

Hew Connection Wizard

Getting Aeody
The wizard iz preparing lo st up pow Inkeenal connachion.

Haw du_l,u;v.l want io connset 1a he Inbeinet ¥

() Choose from a Est of Internet service providers (I5Pz)

Far & distup connectian, pou wil nesd paw sccaunl nams, passwoed, 2nd &
phicie numbe far your ISP, Far a becadband aceount, you waonll need a phone
riumbar.

() Use the CO ) got from an ISP

e ——
< Back (]l Mel > |)| Cancel |
e
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6. Select Connect using a dial-up modem, and click Next.

Hew Connection Wizard

Intemnet Connection
Huoar dio pou wanl bo coanact 1o the Inbamat?

{2 Connect uging a dial-up modem
Thiz lype of corneclion uses a madem and areguar or ISON phane Ine.

{_) Comnect using & bioadband connection lhat requires & user name and
paztword

Thiz i a high-zpaed connection uzing either a D5L ar cable modam. Youw ISP may
refer bo thiz tupe of carneclion a5 FPPoE.

) Connact uzing a broadband connaction that is always on

Thiz & a high-speed connection wing ether a cable madem, D5L o LAN
connecton, [z dways aclive, ard dossnt iequie yed la sgnin

e
|_ ¢ Back (_" el » Dl_ Caneel j

At this point, Windows will detect if a modem is installed. If more than one modem

is installed, Windows allows you to select the modem.

If a dial-up modem cannot

be detected, then you will need to install a modem in order to connect to Nebraska

Medicaid.

7. If you already have a modem installed, name your connection. For example, a

typical name would be NEBRASKA MEDICAID FTP.

Enter the name that you

would like to use to refer to your connection in the ISP Name text box, and click
Next.

Hewe Connection Wizard

Connection Mame
ihat i the name of the service thal provides vouwr Intemet cormection?

Type the n

ThznR wiil b the nome o TITT Pou ang cicaling,

S e—
I_ ¢ Back (]l Mexl » DI_ Caneel I
e -
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8. Enter the telephone number that your workstation will need to dial to connect to
Nebraska Medicaid FTP in the Phone number text box. Use the following
telephone number: 888-302-9746. This is the HIPAA Test server number. The
HIPAA Production server number is 888-648-4840. (If you need to include "1" for
access, add that to the telephone number.)

Hewr Connection Wizard

Phone Mumber to Dial
‘wihat & your 15z phone number?

Type the phon o
Bhane marber

iow mig + —1 Fau anz nok e
wou nesd the extia numbets, dial the phene number on your telephane, [ you
hear a madem sound, the number dided is conect.

e ——
|_ « Back (]l [law » I)I_ Cancel I
b

Click Next.

9. Microsoft Windows XP is the most multi-user friendly version of Windows yet. We
recommend using multiple Windows XP accounts if more than one person is going
to be using the same workstation. You can allow other Windows XP users to access
your Nebraska Medicaid connection by selecting Anyone's use.

Hew Connection Wizard

Conncction Availability
“fioit car make the new connection 2vaitaale bo any uzsar ar arly o yousell,
A pannzclian thal iz crealed fan your uze arly is zaved in paw usel account 2nd iz pal
avalabla unlezs pou ame loaged on
Creale thiz corneclion oo
(® Einionc’s usg
(3w uza anlp
e
|_ ¢ Back (" Mexl > Dl_ Caneel J
\/
Click Next.

- 19 -
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10. For the User name, enter the user name that you were assigned by the Medicaid
EDI Help Desk. User names are assigned with the syntax "HIPAA\EDI<nine-digit
number=". Keep in mind there are two IDs. There is an ID for test and an ID for
production. Enter your test ID here.

Enter the password in the Password text box and again in Confirm password.
The password is case sensitive. If you need to enter MEDhip+ in order to gain
access, then MEDHIP+ will not work. Verify that caps lock is not enabled before
entering the password (or that the number lock is enabled if your password
contains numbers).

Hewe Connection Wizard

Internet Account Information
“fow will need an account name ahd pasaword tosiph i bo your [nbamet 2ccount,

Type an ISP account name and pas=sword, than wiite dows thiz informalion and stora it ina
safe place. (I vou have forgoilen an exising accaunt name or passwond. conbact paur 1SF.)

Uzl nzne:

Paszwond:

Confirm passeond:

[#] Uge ihis account name and password when anyone coanacts 1o 1ha Inbainat flom
thiz compuier
[#] ke Ihis the daiaul Internet canneclion

[#] Tum o Inteiret Conrschion Frawall lor this connectice

T~
I._<.g.‘:":h 2 Maul > i Caneel

Click Next.

11. The New Connection Wizard is now complete. Click Finish.
Hew Connection Wizard

Completing the New Connection
Wizard

‘f'ou have successfidly complaled the seps noeded o
create the lollawing comnecliane

Dialup Connection

* Mekethiz Ihas defaul connsction

* Thiz conrection iz liewaled

* Shane wilh &l users of this computer

* Lz bhz same user name & pazsword for everpans

The cormection wil be saved inthe Nebaalk
Connactions folder.

Tocieshs the carnechian &nd claze this wzard, clek Fnsh

e —
I_ ¢ Back (]l Firizh Di_ Caneel
S
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Initiating Your First Dial-Up Network Connection

Upon initiating your first dial-up network connection, the following Connect pop-up
box is displayed:

Conmnect

Llzes names :|

Fazzward; iﬁ":: cfeampa Mre zaved pasiond clok fars)

[#] Sava thiz uzer name ard password far tha folowing usars
(=) Ma caky

Aryone wha (saz 1his compaber

Diat | |

|_ Diial ]I Cancel ][ Frapeities |[ Help |

If you do not see the Connect pop-up, your workstation may be configured to connect
automatically without prompting you for information.

You should hear your modem dial. If you do not hear telephone dialing tones, then
you may have this option turned off. You should see a series of small Connecting...
windows.

Connecting... Conmecting. ..

-‘ﬂ Diigling i -‘ﬂ Valilying uzemame and pazsaaid...

The status indicator next to the clock in the system tray will tell you that you are
connected to Nebraska Medicaid.

If you do not see this icon, then the option to display your connection status may be
turned off. You can check your connection statistics by right-clicking on this icon and
selecting the appropriate menu item.

-21 -
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If your Internet Options control panel is set to "Always dial my default connection"” (on
the Connection tab), then your workstation will automatically dial-up to Nebraska
Medicaid to establish a connection using the connection settings that you have
provided whenever an Internet application is used. If you attempt to use an Internet
application (Web browser, e-mail client, etc), and you are not automatically
establishing a dial-up connection, then you may want to verify your Internet Options
control panel. You will not be able to access the Internet through the Nebraska
Medicaid FTP server. You will only have access to your specific folder and its
directories.

If Windows tells you that you are connected, and you did not see any error messages,
you may now proceed with one of two supported options:

MS-DOS FTP Appendix A
Internet Explorer FTP Appendix B
Notes:

- It is the responsibility of the trading partner to delete the files that they have
downloaded from their "OUT" folder. Failure to do this could result in the files being
downloaded multiple times.

- Files will be available on the FTP site for 20 days. It is the trading partner's

responsibility to download all of their files within this timeframe. All files that are
older that 20 days will be deleted from their "OUT" mailbox.

This completes the instructions for Configuring Windows XP to Dial into
Nebraska Medicaid FTP.
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Configuring Windows 2000 to Dia into Nebraska
Medicaid FTP

This guide will walk you through setting up Windows 2000 to work with your
Nebraska Medicaid FTP dial-up account.

Please allow at least one hour for the setup and contact the Medicaid EDI Help
Desk if you encounter any problems with the process.

Customer Support contact information
Medicaid EDI Help Desk 866-498-4357(Help)
E-mail medicaid.edi@hhss.ne.gov

Use the following instructions to configure your workstation for dial-up

network connection to Nebraska @ P:

1. Right click o etwork Places and select Properties.

Browse With Paint Shop Pra 7
Explore

Search For Computers. ..

System Information

Map Network Drive, .,
Disconnect Metwotk Drive. ..

Create Sharkeut
Rename

2. Double-click Make New Connection.

% Network and Dial-up Connections =10l =|
File Edit Wiew Fawvorites Tools  Advanced Help ﬁ
d=Back -~ = - | Qhsearch [YFolders o4 | By OE 5 | Ex~
Address Mebwork and Dial-up Connections j ﬁf‘}G':'
Mame £ | Twpe | Status | Device Mame o
. Make Mew Connection =
1| | 3

|1 objeckis) selacted 4
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3. Click Next.

\

Metwork Connection YWizard

Welcome to the Network
Connection Wizard

Nzing this wizard you can create a connection o ather
puters and networks, enabling applications such as
e-ma, Web browsing, file sharing, and printing.

To contirzg, click Mest.

4. Select Dial-up to private network.

Metwork Connection Wizard

Network Connection Type
You can chooge the type of nebwork, connection you want to create, based on

wour network, configuration and your networking needs.

i+ Dial-up to private network
Connect uzing my phone ling [modenm or [ISOM).

" Dial-up to the Internet
Connect ko the [nternet uging my phone line [modem ar [S0M)].

{” Connect to a private network through the Internet
Create airtual Private Metwork, WPM] connection ar ‘tunnel’ through the [nternet.

" Accept incoming connections
Let other computers connect to mine by phone line, the Internet, or direct cable.

" Connect directly to another computer
Connect uzing my sernial, parallel, or infrared port.

< Back (I MHext » b Cancel

\/

Click Next.
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5. Enter the Phone number (888-302-9746 for Test or 888-648-4840 for Production).

Metwork Connection Wizard

Phone Humber to Dial
You muzst gpecify the phone number of the computer or network, pou want to

connect ko,

Type the phone number of the computer or netwark. you are connecting to. [F pou want
wour computer to determine automatically how to dial from different locations, check Use
dialing rules.

Phone number:
1-888-302-97 46

Aifea code;

Eountrydregion code;
| =

[ Use dialing nles

< Back ( Mest = ) Cancel

Click Next.

6. The Connection Availability option will be displayed. Make the necessary
connection for your business.

Network Connection Wizard

Connection Availability
Yau may make the new connection available ta all users, or just yourselr,

Yiou may make thiz connection available to all uzers, or keep it only for pour own use. &
connection stared in pour profile will not be available unless you are logged on.

Create this connection:

™ Only for myself

¢ Back Mewt = Cancel

Click Next.
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7. Enter the name of the connection (identifying either Test or Production) and check
the Add a shortcut to my desktop check box.

Metwork Connection Wizard

Completing the Network
@ Connection Wizard

Type the name pou want to uge for this connection;

INebraska Medicaid - Test Dial-up Connection

To create thiz connection and save it in the
Metwork, and Dial-up Connections folder, click
Finizh.

To edit this connection in the Mebwork, and Dial-up
Connections folder, zelect it, click File, and then click
Froperties.

W itdd a shortcot to my desklop

< Back ﬁnisﬁ Cancel

N~

Click Finish.

8. Enter your User Name and Password that was assigned by the Nebraska Medicaid
EDI Help Desk.

In the User name text box, enter the user name that you were assigned by the
Medicaid EDI Help Desk. User names are assigned with the syntax
"HIPAA\EDI<nine-digit number=>". Keep in mind there are two IDs. There is an ID
for test and an ID for production.

In the Password text box, enter the password that was assigned by the Medicaid
EDI Help Desk. The password is case sensitive. If you need to type MEDhip+ in
order to gain access, then MEDHIP+ will not work. Please verify that caps-lock is
not enabled (or verify that the num-lock is enabled if your password contains
numbers). Your password will be initially assigned by the Medicaid EDI Help Desk.
You will have the ability to change it.
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Connect Nebraska Medicaid - Tesk Dial- e |

Uszer name: IHIF'AMEDIDDDDDDDDDT

xxxxx

Pazzword: I

[~ Save pazsword

Dial [I-888-302-9745 =]

Giaﬁ Cancel | Properties | Help |

Click Dial.

Initiating Your First Internet Connection

Upon initiating your first Internet connection, a series of Connecting... windows
will be displayed:

Connecting Mebraska Medicaid - Tesk Dial
'| Dialing 9.1-888-202-974E. .
L

b

Connecting Mebraska Medicaid - Tesk Dial

1 Yerifying uzername and paszword...
L

F]
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Connecting Mebraska Medicaid - Test Dial-up

1 Fiegiztering wour computer on the networkk...
L

F]

After the third Connecting window is displayed, the following Network Protocol
Connection Result window may or may not be displayed:

Network Protocol Connection Resulk 7| x|

Dne or more requested network, protocols did not connect
succeszfully.

TCFAR CP connected succezsfully.

MHetBEUI CP reported error 733 vour computer and the remaote
computer could not agree on PPP control protocals.

Fressz Accept to uze the connection az iz, or Hang Up to
dizconnect.

v Do not request the failed probocaols nest times

If the window is displayed, click the Do not request the failed protocols next
time check box. Click Accept.

9. You should see a message that you made a connection in your system tray:

@ Mebraska Medicaid - Test Dial-up Connection
Speed: 28.5 Kbps

|Jsh0rtcuts|®‘_§/“%¢$ 3148 PM |

Now you can launch your FTP software to connect to the Nebraska Medicaid FTP
site, or Internet Explorer.
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If your Internet Options control panel is set to "Always dial my default connection"
(on the Connection tab), then your workstation will automatically dial-up to
Nebraska Medicaid to establish a connection using the connection settings that you
have provided whenever an Internet application is used. If you attempt to use an
Internet application (Web browser, e-mail client, etc), and you are not
automatically establishing a dial-up connection, then you may want to verify your
Internet Options control panel. You will not be able to access the Internet through
the Nebraska Medicaid FTP server. You will only have access to your specific folder
and its directories.

If Windows tells you that you are connected, and you did not see any error
messages, you may now proceed with one of two supported options:

MS-DOS FTP Appendix A
Internet Explorer FTP Appendix B
Notes:

- It is the responsibility of the trading partner to delete the files that they have
downloaded from their "OUT" folder. Failure to do this could result in the files
being downloaded multiple times.

- Files will be available on the FTP site for 20 days. It is the trading partner's

responsibility to download all of their files within this timeframe. All files that are
older that 20 days will be deleted from their "OUT"™ mailbox.

This completes the instructions for Configuring Windows 2000 to Dial into
Nebraska Medicaid FTP.
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Nebraska Medicaid Dial-Up Connection
Troubleshooting

|Troub|eshooting

If you are having trouble with the Nebraska Medicaid dial-up connection, try using the
following suggestions:

o Make sure that the User name that you are using is prefixed with "HIPAA\". For
example, "HIPAA\EDI<nine-digit number=>"

e If you have a firewall, review the firewall configuration and make sure that it is not
blocking communication with "HIPDCO1" and "HIPDCO02".

e Disable "Use default gateway on remote network™ on the dial-up connection. This
is located in the Internet Protocol (TCP/IP) Properties. Also, you can review
Microsoft Knowledge Base Article 254231, Change in Remote Access Route Behavior
with Windows 2000. This article is located at:

http://support.microsoft.com/default.aspx?scid=kb%3Ben-us%3B254231

e Although we do not support 3" party FTP software, those that do have brought to
our attention that “Passive Mode” must be turned off. It is still our
recommendation that you use Internet Explorer or MS-DOS FTP.

If you are still having connection problems after trying the above troubleshooting
techniques, please send the following information to the EDI Help Desk at:
medicaid.edi@hhss.ne.gov

- The Operating System you are using.

- The Internet Explorer version you are using.

- Screen prints of each log-on screen. (Use Print Screen)

- Document containing IP configurations for the PC/Server connecting to Nebraska
Medicaid. See Figure 1 for syntax.

Figure 1

¢ | Command Prompk

C:iwripoconfig ~all > c:isnemedipconfig.dat

This information will assist the EDI Help Desk in troubleshooting the problem.
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http://support.microsoft.com/default.aspx?scid=kb%3Ben-us%3B254231

Appendix A: File Transfer Protocol
using MS-DOS

1) Launch the MS-DOS window by clicking on Start button and click on "Run”. The
following window should be displayed:

Run 2|

Type the name of a program, Folder, document, or
Internet resource, and YWindows will open it Faor wou,

open: I j

IR I Zancel | Browse, ., |

2) Enter "CMD" and press Enter and the following MS-DOS window should be
displayed:

WINNT . System32' cmd.exe

ozoft Windows 2800 [Uersion 5.8@.21951
(C) Copyright 1785-20P@ Microsoft Corp.

H w2

If you are sending files to Nebraska Medicaid, proceed to Step 3. If you are
receiving files from Nebraska Medicaid, proceed to Step 13.
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3) Enter "FTP" and press Enter, and the following should be displayed:

WINNT Y System 32t cmd.exe - ftp

Microsoft Windows 2008 [Uersion 5.80.21951]
(C> Copyright 1785-20880 Microsoft Corp.

H:=~>ftp
ftp> o

The command prompt should have changed to "FTP>".

4) Enter the following command: "open hipaaftptest.hipaa.stone.state.ne.us"
Note: If you are connecting to production then the command will be:
"open hipaaftp.hipaa.stone.state.ne.us"

WINNT Y System32hcnd.exe - ftp
Microszoft Windows 2808 [Uersion 5.88_.21951
(C>» Copyright 1985-2008 Microsoft Corp.

H:s>ftp
ftp> open hipaaftptest_hipaa.stone.state.ne.us_

Press Enter.
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5) Enter your ID, which must be prefixed by HIPAA\. Press Enter.

Note: If you are connecting to production then your ID must end with a "P" and
not the "T" depicted below.

WINNT\ System32hcmd.exe - ftp

Microsoft Windows 2008 [Uersion 5.80.21951]
(C> Copyright 1785-20880 Microsoft Corp.

H:=~>ftp

ftp* open hipaaftptest.hipaa.stone.state.ne.us

Connected to hipaaftptest._.hipaa.stone.state.ne.us.

228 HIPDCA2 Microsoft FTP Service (Uersion 5.8).

User Chipaaftptest.hipaa.stone.state.ne.us:<none>>: HIPAAEDIBBDARABRAT

6) The next prompt will be for your password. Note: For security reasons, you will
not see the cursor move as you enter the password.

W WINNT L System32h cmd.exe - ftp

Microsoft Windows 2008 [Uersion 5.80.21951]
(C> Copyright 1785-20880 Microsoft Corp.

H:=~>ftp

ftp* open hipaaftptest.hipaa.stone.state.ne.us

Connected to hipaaftptest._.hipaa.stone.state.ne.us.

228 HIPDCA2 Microsoft FTP Service (Uersion 5.8).

User Chipaaftptest.hipaa.stone.state.ne.us:<{none>>: HIPAA~EDI BARBABORAT
331 Pasgwurd required for HIFAASEDIBBBEOBBBEAT .

assword:
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After entering your password, the following should be displayed:

INNT Y System32hcmd.exe - ftp

Microsoft Windows 2008 [Uersion 5.80.21951]
(C> Copyright 1785-20880 Microsoft Corp.

H:=~>ftp

ftp* open hipaaftptest.hipaa.stone.state.ne.us
Connected to hipaaftptest._.hipaa.stone.state.ne.us.
2268 HIPDCA2 Microsoft FTP Service (Uersion 5.8
User Chipaaftptest.hipaa.stone.state.ne. us:(nnne))' HIPAA~EDI BABAAABEAT
331 Password required for HIFPAASEDI@OUEOAEWAT .
Password:

23—+ +++ bbb bbb R

230-This is the HIPAA FIP Test Site

P ] T R T o S R R o o O R T

%3E>User HIPAA~EDI BBBRABAPAT logged din.

tpr o

7) Enter the FTP command "DIR" to view your "IN" and "OUT" folders, and press

Enter.

INNT Y System32hcmd.exe - ftp

Microsoft Windows 2008 [Uersion 5.80.21951]
(C> Copyright 1785-20880 Microsoft Corp.

H:=~>ftp

ftp* open hipaaftptest.hipaa.stone.state.ne.us
Connected to hipaaftptest._.hipaa.stone.state.ne.us.
228 HIPDCA2 Microsoft FTP Service (Uersion 5.8).
User Chipaaftptest.hipaa.stone.state.ne.us:<{none>>: HIPAA~EDI BARBABORAT
331 Password required for HIFPAASEDI@OUEOAEWAT .
Password:

23—+ +++ bbb bbb R

230-This is the HIPAA FIP Test Site

P ] T R T o S R R o o O R T

238 Uszer HIPAASNEDIBBRBBAAAABAT logged in.

ftp> dir

208 PORT command successful.

158 Opening ASCII mode data connection for #hinsls.
18-16-A3 B8:12AH <DIR>

18-16-03 B8:14AM <DIR> ouT

226 Transfer complete.

;tp; 87 bytes received in B.A15econds &.7BKbytes~zec.
tp
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8) To access your "IN" folder, use the command "CD IN" and press Enter:

SWINNT Y System 32t cmd.exe - ftp

Microsoft Windows 2008 [Uersion 5.80.21951]
(C> Copyright 1785-20880 Microsoft Corp.

H:=~>ftp

ftp* open hipaaftptest.hipaa.stone.state.ne.us
Connected to hipaaftptest._.hipaa.stone.state.ne.us.
2268 HIPDCA2 Microsoft FTP Service (Uersion 5.8

User Chipaaftptest.hipaa.stone.state.ne. ug-(nnne))- HIPAA~EDI BABAAABEAT
331 Password required for HIFPAASEDI@OUEOAEWAT .
Password:

23—+ +++ bbb bbb R

230-This is the HIPAA FIP Test Site

P ] T R T o S R R o o O R T

238 Uszer HIPAASNEDIBBRBBAAAABAT logged in.

ftp> dir

208 PORT command successful.

158 Opening ASCII mode data connection for #hinsls.
10—-16-A3 B8:80AHM <DIR>

18—-15-83 B1:43PM <DIR> ouT

226 Transfer complete.

ftp: 87 hytes received in B.A1S%econds 8.78Kbhytesz-sec.
ftp> CD IN

9) Enter the command "MPUT", followed by the location of the file you are sending.
Using the MPUT command allows you to send a specific file or multiple files. To
send multiple files you must use wildcards. Refer to an FTP or MS-DOS manual
for more information on wildcards.

The example below is used to copy the file H:\EDIOO0O000000.837P.0001.ZIP to
the "IN" folder.

WINNT System32' cmd.exe - ftp

Microszoft Windows 2808 [Uersion 5.88_.21951
(C>» Copyright 1985-2008 Microsoft Corp.

H:=s>ftp

ftp> open hipaaftptest_hipaa.stone.state.ne.us

Connected to hipaaftptest.hipaa.stone.state.ne.us.

228 HIPDCA2 Microsoft FIP Serwvice (Version 5.8).

Uzer Chipaaftptest_hipaa.stone.state.ne.us:{none?>: HIPAA~EDI BOPBBBOHAT
331 Password required for HIPAA-EDIBBAARABAAT .

Password:

230+ +++ AR AR R R

238-This is the HIPAA FTIP Test Site

23—+ +++ bbb bbb R

238 User HIPAASNEDIBBAAERAAAT logged in.

command successful.
158 Opening ASCII mode data connection for ~<hin~sls.
1A-16-0A2 B8 :88AM <DIR> IN
1A-15-A2 ©#1:43PM <DIR> ouT
226 Transfer complete.
ftp: BY bytes received in B.815econds B.78Kbytes/sec.
ftp> CD IN
2568 CUD command successful.
ftp> MPUT H:-~\EDIBHBBABERAA.E3VFP.A601.ZIP
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10) The "MPUT" command will prompt you to confirm that you want to upload the file
that you have specified. Enter "Y" and press Enter.

WSystem32hcmd.exe - ftp

Microszoft Windows 2808 [Uersion 5.88_.21951
(C>» Copyright 1985-2008 Microsoft Corp.

H:=s>ftp

ftp> open hipaaftptest_hipaa.stone.state.ne.us

Connected to hipaaftptest.hipaa.stone.state.ne.us.

228 HIPDCA2 Microsoft FIP Serwvice (Version 5.8).

Uzer Chipaaftptest_hipaa.stone.state.ne.us:{none?>: HIPAA~EDI BOPBBBOHAT
331 Password required for HIPAA-EDIBBAARABAAT .

Password:

230+ +++ AR AR R R

238-This is the HIPAA FTIP Test Site

23—+ +++ bbb bbb R

command successful.
158 Opening ASCII mode data connection for ~<hin~sls.
1A-16-0A2 B8 :88AM <DIR> IN
1A-15-A2 ©#1:43PM <DIR> ouT
226 Transfer complete.
ftp: BY bytes received in B.815econds B.78Kbytes/sec.
ftp> CD IN
2568 CUD command =

B1.ZIP
7 Y

Once you press Enter the file will begin to upload. When it is complete, you
should see a message that indicates the transfer was complete.

INNT " System32h cmd.exe - ftp

Connected to hipaaftptest.hipaa.stone_.state.ne.us.
228 HIPDCB2 Microsoft FIP Service (Uersion 5.8>.
User Chipaaftptest_hipaa.stone.state_.ne.us:<{none’>: HIPAAAEDIBHHHEAERAT
331 Password required for HIPAA-EDIABAARABAAT .
Password:
e  E  E  E  E S L R
238-This is the HIPAA FIP Test Site
P ] T R o o
238 User HIPAANEDI BBABEABEAT logged in.
ftp> di
command successful.
158 Opening ASCII mode data connection for ~hin~sls.
18—-16-83 ©8:88AM <DIR> IN
18—15-83 B1:43PM <DIR> ouT
226 Transfer complete.
ftp: 87 hytes received in B.81%econds 8.78Kbytes-/sec.
ftp> CD IN
2568 CUD command successful.
ftp> MPUT H:-~EDIBAABABARAA.EIVFP.A0E1.ZIP
MPUT H:-~EDIOPOABOHOOA.837P.0001 .=zip? ¥
2080 PORT command successful.
158 Opening ASCII mode data connection for EDIABOARBAAA.E3IYP.AAAL .zip.
226 Transfer complete.
gtp; 2416 bhytes sent in B.@80%econds 24160008 .00Kbhytes/sec.
t
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11) After the transfer is complete, enter the "DIR" command to verify that your file
uploaded. Below is an example:

SWINNT Y System32 cmd.exe - ftp
238-This is the HIPAA FIP Test Site

P ] T R o o

238 Uszer HIPAANEDIOBABAAABAAT logged in.

ftp> dir

200 PORT command successful.

158 Opening ASCII mode data connection fur #binsls.
18—-16-83 ©8:88AM <DIR>

18—15-83 B1:43PM <DIR> OUT

226 Transfer complete.

ftp: BY bytes received in B.815econds B.78Kbytes/sec.
ftp> CD IN

2568 CUD command successful.

ftp> MPUT H:-~EDIBAABABARAA.EIVFP.A0E1.ZIP

MPUT H:-~EDIOPOABOBOOA.837P.0001 .=zip? ¥

2080 PORT command successful.

158 Opening ASCII mode data connection for EDIABOARBAAA.E3IYP.AAAL .zip.
226 Transfer complete.

ftp: 2416 bytes sent in B.BWSeconds 2416000 ._08Kbytes./sec.

command successful.
158 Opening ASCII mode data connection for ~bhinsls.
1A-16-82 B8:18AM 2416 EDIBPABAABAA.837P . 0001 .zip
226 Transfer complete.
;tp; 67 bytes received in B.81%econds 6.087Kbytes~ssec.
t

12) After all of your files have been transferred to your "IN" box, you need to issue
the "QUIT" command to terminate FTP. After entering QUIT and pressing Enter,
you will receive a Goodbye message and be returned to the MS-DOS prompt that
you started at in Step 2. To close the MS-DOS window, enter "Exit" and press
Enter.

command successful.
158 Opening ASCII mode data connection for ~binsls.
1A-16—-A2 BA8:AAAM <DIR> IN
1A—-15-0A3 B1:43PM <DIR> ouT
226 Transfer complete.
ftp: 87 bytes received in B.BiSeconds 8._.78Kbytes-sec.
ftp> CD IH
258 CUD command successful.
ftp> MPUT H:=~\EDIBUABABEAA_EB37P . A80E1 _ZIP
MPUT H:~EDIARARAAAARA.B37P.ARAL .=ip? ¥
288 PORT command successful.
158 Opening ASCII mode data connection for EDIPOOOEUEEHE.B37F.HEAE1.zip.
226 Transfer complete.
ftp: 2416 bytes zent in B.@BSeconds 2416008.80Kbhytez/sec.
ftp> DIR
208 PORT command successful.
158 Opening ASCII mode data connection for <hinsls.
1A—16—-A3 B8:18AM 2416 EDIBPABAABAA.83VF.A001 .zip
226 Transfer complete.
ftp: 67 bytes received in B.BiSeconds 6.8%Kbytes-sec.
ftp> QUIT
221 Goodhye?! I hope your testing went well.

Hzx»

Note: The steps and examples to follow will use a folder named "NEMEDICAID
Download". This is not required, but is suggested to ensure proper management
of files downloaded from Nebraska Medicaid. The "H:" drive is not a requirement.
This can be "C:" or "D:" or any drive you want it to be.
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13) To ensure that the files you download go to the intended folder, you must first
change the directory to that folder. Below is an example of how to get to the
"NEMEDICAID Download" folder.

WINNTY System 32 cmd.exe

Microsoft Windows 2ZBBH [Uersion 5.88_21951]
(C» Copyright 1985-2088 Microsoft Corp.

H:“>cd nemedicaid download

H:~MEMEDICAID Download>

14) Enter "FTP" and press Enter, and the following should be displayed:

WINNT Y System32hcmnd.exe - ftp

Microzoft Windows 2BBA [Uersion 5.8@.21951
(C» Copyright 1985-2088 Microsoft Corp.

H:*>cd nemedicaid download

H:~MEMEDICAID DownloadXftp
ftp>

The command prompt should have changed to "FTP=".
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15) Enter the following command: "open hipaaftptest.hipaa.stone.state.ne.us"

Note: If you are connecting to production the command will be:
"open hipaaftp.hipaa.stone.state.ne.us"

WINNT Y System32hcmnd.exe - ftp

Microzoft Windows 2BBA [Uersion 5.8@.21951
(C» Copyright 1985-2088 Microsoft Corp.

H:~>ftp
ftp> open hipaaftptest.hipaa.stone.state.ne.us_

Press Enter.

16) Enter your ID, which must be prefixed by HIPAA\. Press Enter.

Note: If you are connecting to production, your ID must end with "P" and not "T"
as depicted below.

WINNT Y System32hcmnd.exe - ftp

Microzoft Windows 2BBA [Uersion 5.8@.21951
(C» Copyright 1985-2088 Microsoft Corp.

H:x>ftp

ftp> open hipaaftptest.hipaa.stone.state.ne.us

Connected to hipaaftptest.hipaa.stone.state.ne.us.

228 HIPDCA2 Microsoft FIP Serwvice (Uersion 5.8).

User Chipaaftptest.hipaa.stone.state.ne.us:<{none>>: HIPAA~EDI BBNARABAAT

-390 -

07/10/06



17) The next prompt will be for your password. Note: For security reasons, you will
not see the cursor move as you enter the password.

WSystem32hcmd.exe - ftp

Microszoft Windows 2808 [Uersion 5.88_.21951
(C>» Copyright 1985-2008 Microsoft Corp.

H:=s>ftp

ftp> open hipaaftptest_hipaa.stone.state.ne.us

Connected to hipaaftptest.hipaa.stone.state.ne.us.

228 HIPDCA2 Microsoft FIP Serwvice (Version 5.8).

Uzer Chipaaftptest_hipaa.stone.state.ne.us:{none?>: HIPAA~EDI BOPBBBOHAT
331 Password required for HIPAA-EDIBBAARABAAT .

Password:

After entering your password, you should see the following:

INNT Y System32hcmd.exe - ftp

Microsoft Windows 2008 [Uersion 5.80.21951]
(C> Copyright 1785-20880 Microsoft Corp.

H:=~>ftp

ftp* open hipaaftptest.hipaa.stone.state.ne.us

Connected to hipaaftptest._.hipaa.stone.state.ne.us.

228 HIPDCA2 Microsoft FTP Service (Uersion 5.8).

User Chipaaftptest.hipaa.stone.state.ne.us:<{none>>: HIPAA~EDI BARBABORAT
331 Password required for HIFPAASEDI@OUEOAEWAT .

Password:

23—+ +++ bbb bbb R

230-This is the HIPAA FIP Test Site

P ] T R T o S R R o o O R T
238 User HIPAASEDIBBARAABAAT logged in.
ftp> _
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18) Enter the command "DIR" to see your "IN" and "OUT" folders. Press Enter.

INNT Y System32hcmd.exe - ftp

Microsoft Windows 2008 [Uersion 5.80.21951]
(C> Copyright 1785-20880 Microsoft Corp.

H:=~>ftp

ftp* open hipaaftptest.hipaa.stone.state.ne.us
Connected to hipaaftptest._.hipaa.stone.state.ne.us.
2268 HIPDCA2 Microsoft FTP Service (Uersion 5.8

User Chipaaftptest.hipaa.stone.state.ne. us:(nnne))' HIPAA~EDI BABAAABEAT
331 Password required for HIFPAASEDI@OUEOAEWAT .
Password:

23—+ +++ bbb bbb R

230-This is the HIPAA FIP Test Site

P ] T R T o S R R o o O R T

238 Uszer HIPAASNEDIBBRBBAAAABAT logged in.

ftp> dir

208 PORT command successful.

158 Opening ASCII mode data connection for #hinsls.
10—-16-A3 B8:12AM <DIR>

10—-16-83 B8:14AM <DIR> ouT

226 Transfer complete.

;tp; 87 bytes received in B.A15econds &.7BKbytes~zec.
tp

=10l |

19) To access your "OUT" folder, enter the command "CD OUT" and press Enter:

INNT System 32t cmd.exe - FTP

Microsoft Windows 2ZBBH [Uersion 5.88_21951]
(C» Copyright 1985-2088 Microsoft Corp.

H:~>FTP

ftp» open hipaaftptest_hipaa.stone.state.ne.us
Connected to hipaaftptest.hipaa.stone.state.ne.us.
228 HIPDCB2 Microsoft FIP Service (Uersion 5.8>.

User Chipaaftptest_hipaa.stone.state_ne.us:<none’>: HIPAA-EDIBHHHEAEEAT
331 Password required for HIPAA-EDIBBBAAABEAT .
Pazsword:

e  E  E  E  E S L R

238-This is the HIPAA FIP Test Site

23—+ r AR R AR R R

238 User HIPAASEDIBBABEABAAT logged in.

ftp> dir

208 PORT command successful.

158 Opening ASCII mode data connection for ~hinsls.
18—-16-83 B8:18AM <DIR>

18—15-83 B1:43PM <DIR> ouT

226 Transfer complete.

ftp: 87 hytes received in B.81%econds 8.78Kbytes- sec.
ftp> CD OUT_
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20) Enter the command "DIR" to display a listing of files in your OUT box. The
example below shows two files in the "OUT" folder.

WINNT',System32tcmd.exe - FTP

2288 HIPDCA2 Microsoft FIP Serwvice (Uersion 5.8).

Uzser Chipaaftptest._hipaa.stone.zstate.ne.us:<{none>>: HIPAA~EDI BARARBORAT
331 Password required for HIFPAARSEDIWOBUEUAEWAT .

Password:

23—+ r AR R AR R R

238-This is the HIPAA FIP Test Site

e  E  E  E  E S L R

238 Uzer HIPAANEDIBRBBBAAABAT logged in.

ftp> dir

2080 PORT command successful.

158 Opening ASCII mode data connection for ~binsls.

18-16-A3 BA8:18AM <DIR>

1A—-15-0A3 B1:43PM <DIR> ouT

226 Transfer complete.

ftp: 87 bytes received in B.81%econds B.78Kbytesz-sec.

ftp> CD OUT

258 CUD command successful.
ftp> DIR

200 PORT command successful.
158 Opening ASCII mode data connection for <hin-sls.

18—-16-83 B8:18AM 2416 EDIOBOBHAOAA.H35%.D020031816.TU6A236.=1ip
18—16-83 B8:18AM 2416 EDIOABBAAAAA_997_.D1003603 . T121836 .=ip
226 Transfer complete.

;tp; 156 bytes received in B.88Seconds 156808.80Kbytes-sec.

t

21) Enter the command "MGET", followed by the file hame to download. Using the
MGET command allows you to receive a specific file or multiple files. To receive
multiple files, you must use wildcards. Refer to an FTP or MS-DOS manual for
more information on wildcards. The MGET command will not delete the files from
your "OUT" folder. This will have to be completed using the "DEL" command. It
is strongly recommended to not use wildcards when deleting files from you "OUT"
folder.

The example below is going to copy all files that begin with EDI to the folder
location in Step 13.

[5% ] C:4 WINNTY, System32 cmd.exe - FTP - o x|

&
[
[
0

=
= &

= 5

=

=
= =

=
=
=

= &
= &
= &
= &

OEECS
=
= O

Wy
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22) The MGET command prompts you to confirm that you want to download the file(s)
that you have specified. Enter "Y" and press Enter. If there are multiple files
then you will be prompted for each file.

WINNT' System32cmd.exe - FTP - o x|

331 Password required for HIPAASEDIWOUAUAEUAT .
Password:

P ] T R o o

230-This is the HIPAA FIP Test Site

P ] T R T o S R R o o O R T

238 Uszer HIPAASEDIARABAAAABAT logged in.

ftp> dir

208 PORT command successful.

158 Opening ASCII mode data connection for ~hin-sls.
10—-16-A3 B8:12AM <DIR>

10—-16-83 B8:14AM <DIR> ouT

226 Transfer complete.

ftp: 87 hytes received in B.AASeconds 87APFA.ABKbytesz. sec.
ftp> cd out

1A-16-83 B8:1 2416 EDIBPABAABAA.835_D20031016 . TA6B236. =zip
1A-16-A2 BA8:18AM 2416 EDIAAABAAAAA.997.D0108A3A3 . T121A36.=1ip
226 Transfer complete.

ftp: 156 bytes received in B.@185econds 15.68Kbytes/sec.

ftp> MGET =_=

200 Tupe set to A.

MGET ED]IBAREAAHAE. 835 .D2BE31016 .. TH6H236..zip? ¥

command successful.
i II mode data connection for #hin~sls.
M

Once you press Enter the file will begin to upload. When it is complete, you
should receive a message that the transfer was complete.

WINNT',System32tcmd.exe - FTP

ftp: 87 bhytes received in B.88%econds 87008.80Kbytez sec.
ftp> cd out

2568 CUD command successful.
ftp> dir

200 PORT command successful.
158 Opening ASCII mode data connection for <hin-sls.

18—16-03 B8:18AM 2416 EDIBHABAABARA.B35.D20031016.TO6A236.2z1ip
1A-16-82 B88:18AM 2416 EDIOGPABEABAA.927.D0186383 . T121836.=ip

226 Transfer complete.

ftp: 156 bytes received in B.B185econds 15.68Kbytes/sec.

ftp> MGET =_=

200 Tupe set to A.

MGET EDIBABOAAHAE.835.D20031016.TA6B236..2ip? ¥

200 PORT command successful.

158 Opening ASCII mode data connection for EDIGODABBAOA.E3I5._D20031816.TORH236 =i
piZ2416 hytesd.

226 Transfer complete.

ftp: 2416 bytes received in B_.BZ25econds 120_88Kbytes/sec.

MGET EDIAAAAABAAR.997.D18A3A3.T121836.=zip? Y

288 PORT command successful.

158 Opening ASCII mode data connection for EDIBOOOROEEHE.?97.D1808303.T121836.zip<
2416 hytes).

226 Transfer complete.

;tp; 2416 bhytes received in B.81%econds 241 .68Khytesssec.

t
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23) After all of your files have been downloaded, you need to issue the "QUIT"
command to terminate FTP. After entering QUIT and pressing Enter you will
receive a "Goodbye" message and be returned to the MS-DOS prompt that you
started at in Step 14.

WINNTSystem32 cmd.exe

ftp» dir

208 PORT command successful.
158 Opening ASCII mode data connection for <hinsls.

18-16-A3 B8:1 2416 EDIABABAAAOA.B35.D20A310816.TAGA236..=ip
18-16-03 B8:18AM 2416 EDIGBABREREA.?97.D1600303 . T121836.=ip

226 Transfer complete.

ftp: 156 hytes received in B.BA1Seconds 15.60Khytes.sec.

ftp> MGET .=

2808 Type set to A.

MGET EDIAARARAAAAR. 835 .D2AA31A16 . TAGAZ236 . .zip? ¥

288 PORT command successful.

158 Opening ASCII mode data connection for EDIPOOOEUEEHE.B835.D20E31016.THARB236.21

pt2416 hytes).

226 Transfer complete.

ftp: 2416 bytes received in B.825econds 128. BBthteﬂfﬂec.
MGET EDIBEBEBIBIB 997.0188303 _T121836 _=zip?

2080 PORT command successful.

158 Opening ASCII mode data connection for EDIAOPARARAA.?27.D10MA3A3.T1216836.=zip<
2416 bytes).

226 Transfer complete.

ftp: 2416 bytes received in B.B15econds 241 .68Kbyteszsec.
ftp> QUIT

221 Goodbhye?! [ hope wour testing went well.

H:“~MEMEDICAID Download>

24) A DIR command can be issued to see the files that have been downloaded. To
close the MS-DOS window, enter "Exit" and press Enter.

W WINNT L System32 cmd.exe

226 Transfer complete.

ftp: 2416 bytes received in B_.BZ25econds 120_80Kbytes/zec.

MGET EDIAARAAAAAA. 297 .D1AA3A3.T121836.=ip? ¥

288 PORT command successful.

158 Opening ASCII mode data connection for EDIBOOOROEEHE.?97.D1808303.T121836.zip<
2416 bytes).

226 Transfer complete.

ftp: 2416 bytes received in B.B15econds 241 .6B8Kbytes/sec.

ftp> QUIT

221 Goodhye? [ hope your testing went well.

H:~MEMEDICAID Download>DIR
Uolume in drive H iz Mew Uolume
Uolume Serial Humber iz 88C?-DEAA

Dirvectory of H:“MEMEDICAID Download

1@:4%9a <DIR> .
1@:4%a <DIR> .
1@:4%9a 2.416 EDIOBOAAOABA . 835 _D20A31016 . TAGA236 . =ip
1@:4%9a 2.416 EDIAAAAAAAOA.997.D10A3A3 . T121636.=1ip
2 File<s) 4,832 hytes
2 Div(s)> 35,538,846, 208 hytes free

H:“~MEMEDICAID Download>
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Appendix B: File Transfer Protocol
using Internet Explorer

1) Launch Internet Explorer. Depending on your Internet options, you may see the
following screen, or if you have a "home" page it will attempt to load. Since you
are connected to Nebraska Medicaid, your "home" page will not load. If you
receive the error "unable to load page", disregard and enter one of the following
addresses depending on whether you are connecting to Production or Test:

Test:
ftp://hipaaftptest.hipaa.stone.state.ne.us/

Production:
ftp://hipaaftp.hipaa.stone.state.ne.us/

a about:blank - Microsoft Internet Explorer provided by State of Nebraska - HH5S — |E||i|
File Edit ‘“iew Favaorites Tools Help ﬁ
= Back = = - @ ﬁ | @Search @Favorites @Media ®| %v W - @

Address |g"| sbaut:blank. x| @eo |Links »
[~
|~

|&) Done l_’_’_|° Internet v
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ftp://hipaaftptest.hipaa.stone.state.ne.us/
ftp://hipaaftp.hipaa.stone.state.ne.us/

2) After entering the FTP address and pressing Enter, you will be prompted for your
User Name and Password.

X

? Either the server dogs nok allow anonymous logins or the

e-mail address was not accepted.

FTP Server: hipaaftptest,hipaa.stone. state.ne.us

User Mame:

Password:

Afker wou login, You can return to this FTP server easily
by adding it ko wour Favorites List,

| Login Anomymous]y [ Save Password

Login I Cancel

Enter your User Name and Password and click Login.
Note: Remember to use "T" for Test and "P" for Production.

3) The following screen will be displayed. To open a folder, double-click on the
folder.

_(0] ]
File Edit ‘“iew Favaorites Tools Help ﬁ
P Back » =) - @| @Search @Folders @ | % @ }( )] |

Address I@ “tp:ffhipaaftptest.hipaa stone state ne., us/

~| e |Links »

Mame # | Sizel Tvpe | Madified
[:I IN Filz Folder 10/16/2003 11:12 AM
Cdour File Folder 10/16/2003 5:14 AM

[ [User: HIPAMEDIDO000OC |4 Internet 4

Note: To copy files to your "IN" box, proceed to Step 4. To copy files from your
"OUT" box, proceed to Step 6.
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4) To copy files to your "IN" box you will need to first open the IN Folder.

Launch

Windows Explorer (right-click on Start and select "Explore™) and locate the file(s)

to send to Nebraska Medicaid.

=10l x|
File Edit ‘“iew Favaorites Tools Help i
4= Back = = - @| @Search @Folders @ | % @ }( )] | I
Address I@ ftp:/fhipaaftptest.hipaa.stone state.ne.us/IH] j ﬁGo | Links **
Mame | Size | Tvpe | Madified

Lser: HIPF\A'I,EDIEIDDDUDE|O Inkernet

5)
selected file to your "IN" box.

Right-click in the Internet Explorer window and select Paste. This will copy the

File Edit ‘“iew Favaorites Tools Help

-

= Back » = - @| @Search @Folders @ | % @ ?( ] | I

Address I@ Ftpe ffhipaaftptest. hipaa,stone state ne us/TN] j rao | Links **

Mame | Size | Twpe | Modified

Wigw 4

Arrange Icons bk
Lime U Ieons
Refresh

Paste Shotbout

Login As. ..
Mew 3

Properties

Inserts the items vou have copied or cuk into the selected location,
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Results of the Paste are as follows:

-

- Microsoft Internet Explorer provided by State of Nebraska

ipaaftptest.hipaa.stone.state.ne.us

File Edit ‘“iew Favaorites Tools Help

= Back = = - @| @Search @Folders @ | % @ ?( )]

Address I@ ftpf hipaaftptest.hipaa.stone state ne, us/IH]
| Sizel Tywpe
235KB  wWinZip File

fa-r]
e R
et

x| @eo |Links w

Mame | Modified |
10/16/2003 1:28 PM

E@ EDIOOO000000.837P,.0001.21P

Lser: HIPAA'!,EDIDDDDUDE|° Internet

To receive files from Nebraska Medicaid, double-click on the "OUT" folder.

i ] 4
File Edit ‘iew Favorites Tools Help i
R Back - o - §| @Search @Folders @ | @ Q; >< )]
Address I@ Ftp:jhipaaftptest.hipaa.stone state e, us| j e | Links **
Mame | Sizel Tuwpe I Modified
Cam File Folder 10/16/2005 11:12 AM
DETE File Falder 10/16/2003 B:14 AM
User: HIPAA'!,EDIEIDDDDDE|° Internet
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7)

8)

Right-click on the file to Download and select "Copy To Folder".

B

File Edit ‘“iew Favaorites Tools Help

4= Back = = - @| @Search @Folders @ | @ @ }( )] | I

Address I@ ftp: ffhipaaftptest,hipaa,stone state .ne, usOUT!

| @ |Links »

Mame ¢ | Size | Tvpe | Modified
1Z003101 - =0T WinZip File 10/16/2003 3:10 AM
0303, WinZip File 10/16/2003 8:10 AM

Copy Tao Folder...

Cut

Copy
Paste

Delete
Rename

Propetties

Copies the selected iterms to this computer.

Select the location to copy the file to and click OK.

Copy the selected ikem(s) bo the Folder:

m Deskbop

@ [y Campuker

My Metwork Places
‘ﬁ [y Dacurments

Folder: vy Docurnents

Ik I Cancel few Folder

A
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